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TIlls thesis documents the desig!\ iind prototyping of DecisionNet -- a \Vorld 
Wide Web accessible decision support system server. ['v[ost decision support 
software is sold as it product With DecisionNet, we attempt to shift this paradigm 
by providing decision support systems as a service vice a product 
DccisionNet takes advantage of the hardware and sofnvare independence 
of the World Wide \Neb to p rovide connectivity behveen consumers, providers and 
DecisionNet. In the DecisionNet environment the decision technology resides on 
and is executed by the provider's computer system. The consumer's data is set to 
the provider's computer via DecisionNct, allowing for anonymity of the consumer, 
automating the format conversions required for the decision tedmology, and 
m inimizing the administration of user accounts for the provider. 
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This thesis describes the desig:l and irnpicmentation of DetisionNet1 - - a 
d istributed decision techno[ogies1 server for the Wor ld Wide Web ,) 
DecisionNet uti lizes the Internet and the Hypertext Transfer Protocol (HlTP) of 
the World Wide Web for connecti vity . 
A. THE ID EA BEHIND DecisionNet 
DecisionNet is based on the premise that decision technol ()g ie~ would be 
d istributed wider and used more if treated as services rather than as products 
The purchaser of a product -- such as an automobile or computer hardware --
takes possession of and completely controls the item . A purchaser of a service ·-
such as ca ble televisi on or a rental car - only uses the product, and pays the 
owner for that usage. 
In the computer soft.vare ma rket, the purchaser of a software p roduct is 
respo nsib le for having the correct h ard\vare and software environment for the 
ne\'\i software. A person w o uld not purchase it M.acintosh version of it p rogram 
1 The initial developmen t team for DecisionNet was Pmfessor Heman! Bhargav a, 
Captain Dalmy McQuay, USMC, and lieutenant Andrew King.. USN , all of NPS, and 
Professor Ramayya Krishnan, Carnegie Mellon UniverSity. 
<Decision tto{:hnologies refers to a variety of software used to support dccision 
making dnd modeling for analySiS of data. 
3 The follo wing acronyms are used in this pa per: HTML (hypertext milrkup 
la:1guagel- DSS (decision support systems), OR (operiltions Research), WVVW or the 
Web (World Wide Web), the .r'ifl (Internet) 
to run on an ruM compatible computer. The hardware and software 
requirements are marked on each product aV<lilable for purchase 
Under DecisionNet, software mmpOitibility is no longer an issue, since the 
only sofhvare actua lly executed on the local computer is the WW\V browser and 
Internet access software_ Current mechanisms for distributing decision 
technology software' and compatibility issues afe discussed in more detail in 
Chapter II 
B. MOTIVATTONS FOR DecisionNet 
What does DecisionNet offer that current mechanisms -- including the 
Internet . - for the development, distribution and use of decision technologies do 
noe Over the last few years, the Internet and WWW have allowed remote users 
to 'look up" or "download·' da ta, documents, and executable software. Rarely 
does this retrieval involve the real-time, and interactive specified, mathematical 
processing of data. UNIX based computer system users have been able to 
remotely execute programs via Telnet and rsh, however many new users are not 
on UNIX based systems _ That, effectively, means that the expertise encoded in 
an OR/MS model or algorithm cannot be delivered in this fashion unless, of 
course, a copy of that model or algorithm is transferred; this requires the receiver 
to have a suitable hardware and software environment for working \ ..... ith that 
copy _ More motivations afe detailed in ChapteT II. 
c. ENVIRONMENT FOR DecisionNet 
There are three kinds of players in the DecisionNet environment -
consumers, and providers of decision technologies, and aeents. Consumers have 
decision problems to analyze. Providers have a decision technology or model 
they wish to make available to the con'mmers. The Decisioru'\Jet server is a 
collection of software agents that assist the interaction'> betv.'een the consumer 
and provider. DecisionNct agents allow these interactions to take place over a 
heterogeneous network with minimal requirements for both parties. Some of 
the design factors for the DecisionNet environment arc detailed in Chapter Ill. 
D. OUTLINE FOR REST OF THESIS 
In Chapter II, I \\-ill discuss the current mechanisms for distributing 
decision technologies. In Chapter III, I "ill discuss some of the design factors for 
the Decision..N"et environment . In Chapter IV, I will delve into the design of the 
current DecisionNet software design and implementation includinr; a designer's 
notebook for the major sofu.vare modules. Lastly, in Chapter V , I will 
summarize the further research opportunities in the DecisionNct environment. 

II. COSTS TO ACQUIRE D ECISION TECHNOLOGIES 
What are decision teclmologies? Dec ision Tedmologies are complex 
software p ackages that are made up of multiple part;;. These pilrts could be onf' 
or more of the follmving -- a database management system, a mociel-base 
management system, a dialog generation and manageme:1t system, ann a user 
interface. {Ref. 1; Ref. 2, p. 382] 
DSS may be divid ed in to two categories ~ the "institu tional DSS" and the 
"qu ick-hit DSS"- [Ref. 2] The "Institu tional DSS" is generally built by Information 
Technology (IT) professionals and is in tended to become a part of the 
organizational infrastructure. TIle "quick-hit DSS" is generally huil t by 
managers or e nd-users to help in making a decision. "lhe decision may be a 
reoccurring decision or a one-time decision. The three sub· types of a "quick hit 
DSS'· are a reporting DSS, short analysis programs, and those bui lt with a DSS 
genera tor. [Ref. 2J 
A. ACQUISITION O F AN INSTITUTIONAL D SS 
Instit u tional DSS are defined as 
Examples of institutional DSS indude a marketing analysis DSS built for 
Ore, Ida Foods, Inc. [Ref. 2, p. 383] and a system designed and built by 
MicroStrategy for the Air Force to analyze over \\'/0 hund.red military, economic, 
and social impact characteristics for each base recommended for closure to the 
Base Closure and Realignment Commission (BRAC) . [Ref. 4J 
For a small business or individual vvithout an IT staff, the development of 
an institutional DSS would be contracted out to a consultant group. This option 
is prohibitively expensive for most businesses, reducing the number of 
businesses that use DSS products for problem solving 
B. CREATING QUICK HIT DSS 
1. Creating "H.eporting" DSS 
Reporting IJSS are 
used to select, summarize, and list data from eXIsting data files 
These DSS are closely related to the Executive Information Systems (ErS) 
built for the highest levels of management, emphasizing collecting data from 
various sources, reporting with fast response, flexibility, and graphical 
presentation The Reporting DSS is the most widely used, and will continue to 
be used, by managers who are required to analyze information stored in 
comp uter systems that are both in ternal and externa l to the business or 
corporatIOn . [Rei. 2, p. 3851 
An example of a commonly used Reportine DSS for I,VWW servers is the 
WW\V server statistics programs. The statistics program scans the access log fi le 
that is created by the server whenever an access is requested, and tabulates all of 
the entries. '111e \NvV\V access log for the Decision\Jet \Nelcome server is loca ted 
at h tlp:/ /d)1 f f ,as. l1 p S. !laDy. mil/PlebS fa Urn achftp.h fml 
2. Creating "Shorl Anal ysis Program s" 
These programs analyze data as well as p rint or display the data .. 
Managers can write these sh ort programs themselves, and they 
generally only use a small amount of data, which may be entered 
manually [italics mine] [Ref. 2, p. 385] 
An example of this type of program is one that determines the payment 
schedu le for a home mortgage al d ifferent interest rates. [Ref. J] It is a simple 
program that is extremely useful ill relating the cost of various mortgage 
options. 
The short analysis DSS differs from the reporting DSS in the amount and 
location of the data being analyzed. The reporting DSS might have large 
amoun ts of data to scan through to find a few relevant data points, while the 
shan program DSS uses a limited amou nt of data 
3. Buildi ng DSS w ith a DSS Generator 
A DSS generator allows it user to develop specific DSS by mod ifying the 
mod ules provided with the generator program. The DSS modeling and database 
components are modified to fit the ne\.,.' specific DSS and the uscr interface is 
created to best display the data for interaction with the user_ [Ref. 1, p. 292) 
4. Basic Spreadsheet DSS 
Modern spreadsheet programs, such as Lotus 1-2-3 and Microsoft Excel 
provide extremely powerful analysis tools, allowing users to create simple DSS 
that include mathematical function,; and linear programming. 
In addition to the v,·hat-if analysiS support, spreadsheets have graphing 
modules that may display the results in a graphical form. Spreadsheets are 
intuitive for most users to usc, since they display the data and relationships in a 
familiar table format and show the results instantly when a user changes 
variables in the table 
C. COMPARISON OF COSTS 
The lifecyde5 cost for the institutional DSS is high due to the IT staff that 
is required to create, operate and maintain the DSS. The Quick-Hit DSS is costly 
in a different manner. The person \ .... ho created the DSS is likely to continue 
development of the DSS on company time. With the institutional DSS, the 
documcntation is maintained within the organization, while with a quick-hit 
DSS the documentation is usually not written. The per~()n who built the 
qUIck-hit DSS is the only persO:1 who understands the irmcr workings it. If this 
individua l leaves the organization, <Ill working knowledge of the DSS leaves as 
well. 
O. CONCLUSIONS 
Since institutional DSS aTe expensive in monetary terms, and qu:ck hit 
DSS afe expensive in personnel time, perhaps a new pa radigm needs to be used 
_. using 11 DSS service. In many areas of the economy, the service industry 
thrives. Using a ser"ice is economically viable if the cust of usi..'1g the service is 
less than the cost of purchasing the product. 
To use a DSS service, a business would need to establish il reliable sou rce 
o f DSS serviLes for a lower overall cost than owning a DSS product. The DSS 
service should provide secure analysis of the data provided by the consumeT. 
The consu mer should provide the data in a format acceptable to the DSS service 
and receive the results of the analysis requested. The DSS service should 
prov ide the widest sek'ttion of available DSS services for selection to the 
consumer, and conduct any data conversions requ ired. 
For the provid er of a DSS service, there should be a means of advertising 
the analysis services available to the wide;;! consumer base. rormatting of th e 
consumc~ ' s data could be preprocessed by a brokerage prior to being sent to the 
provider. The brokerage should perform the same function for the outputs from 
the provider. 
DecisionNet is a prototype ])SS service -- ?rovid ing consumers and 
providers a IJSS Service agency. DecisionNet provides the consumer with a 
Yellow Pages'· of available DSS services, data formatting, and the generated 
analysis outputs. DecisionNet delivers the providers of DS5 services the widest 
advertising of their services 
\Vhen DecisionNet is fully operational, the providers and consumers 
would conduct business through DecisionNet's agents. Chapter III discusses the 
design of the DecisionNet environment in more detail. 
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III. DESIGN OF THE DecisionNet ENVIRONMENT 
During every design process, there are muitiple decisions to be made. 
Each decision shapes the final solution or product. With a different decision 
early in the project, an allernative solution would he created . In this chapter, I 
w ill show some of the thought p rocesses that \\'erc followed du~ing the initial 
design of the DecisionNet environment 
Before designing DecisionNet, we made several assumptions . We 
assum ed that the World \Vide Web would continue to grow at the same 
tremendous rate that it has shown in since January 1993. [Rei. 5J The most 
accurate tracking records for the number of bytes transmitted have been 
maintained by the NSFNET since January 1988 until the decomm issioning of the 
network in April 1995. Fi gu re 1 shO\'vs the monthly World Wide Web tra ffic 
h istory for the NSFNET from December 1992 to April 1995. In , . . December 
1994, [traffic] numbers begin decreasing as traffic migrates to the new NSF 
architecture, for w hich no comp arable statistics are available , [Ref. 6J To reach 
the largest possible number of comumer for DSS senrices, \ve decided to utilize 
the I,VWW for connectivity in the DecisionNet environment 
A second assumption we made before designillg DecisionNet \ .... as that if 
w e built a DSS serVICe, both providers and consumers would use it. \iVith the 
explOSion of in fo rmation available to the on-line community, good "nalysis tools 
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Figure 1: NSFNET Monthly World Widl;' Web Traffic History From 
December 1992 to April 1995. From Ref. In] 
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A. DESIGN OBJECTIVES 
While designing DecisionNet, \ve had th ree objectives: to increase the 
availability of decision technologies for problem solving, to ensure the system 
designed requires only a rnw-irnai amount of human interaction to continue to 
operate, and to allow simple sir131e algorithm problems as well as complex 
multiple algorithm problems to be solved across the Internet. The e:lvironment 
we designed for DecisionNe t to operate w ithin must contribute to these 
objectives 
By utilizing the WWW for connectivity. we elimina ted many of the 
specific hardware requirements imposed by many software products. HTTP is a 
ha rdware independ ent protocol, allowing any person with it W'I;\lW connection 
to participate as a consumer of DSS v ia DecisionNet. Th is helps DecisionNet 
reach the first design objective -- increase availilhili ty of decision technologies [or 
problem solving. 
The second design objective, ensurir.g the system requires on ly a minimal 
amount of human in teraction to continue to operate, may be reached through the 
use of software agents. These soin-vare agents can provide the ftmctionality of a 
human for a specific task, such as account registration and searching data files. 
Main tenance of the HTML files is automated w itb excephon reports sent to the 
Dedsion Net development team via Electronic Mail (E-Mail) 
For example, when a new technology is added to DecisioaNet, the system 
automatically generdJes an E-Mail to the system administrator, .lad created a 
new IiTML for the technology. At a pn.->-determined time, during the time of 
lowest system utilization, a DecisionNet agent moves the HTML file into the 
indexable directories and re-inuexes the directories. Through use of UNIX 
system functions such as crontllb and sendlllail, DecisionNet can automate many 
of the routine functions that normally require human interactions. 
The third design objective is to allow simple single algorithm problems as 
well as complex muillple algorithm prob lems -- either sequent ial or parallel - to 
be solved across the Internet. The concept is simple for single algorithm 
problems -- send the data to be analyzed to the remote site, log in to the remote 
site and execute a program to analyze the data set sent previously, capture the 
results and send them back to the remote user. 
Fo r sequential algorithmic problems, the results from one analysis are 
used as the input for another algorithm. This forces either the consumer or 
Decision\Jet to convert the output format from one algorithm into the correct 
input format for the next algorithm. These conversions can be non-trivial, 
however in telligent agents may be developed to manage these conversions. 
For parallel algorithmic problems, each parallel path could be treated like 
a sequential problem, until the parallel paths are united. More research in the 
area of intelligent agents which can control this parallel processing is needed. 
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B. DESIGN PARAMETERS 
To achieve the design objectives, the design team defined an environment 
for Decisi onNet to operate within. \tVe defined who may communicate with 
whom, how d o they communicate, and what protocols to use. 
1. Who May Communicate With Wh om 
Inere are many di fferent wilyS to design a communications infritstrucrure 
I will describe two design possibilities for the communications structure of the 
DecisionNet environment. 
One method is to design Decisio'lNet as a simple index, with pointers to 
executable 055 already existing on the WW\-V. The consumer wo uld 
commu nicate with DecisionNet to view the index and then directly 
comm u nicate with the selected p rovider. This 'A'Quld provide a minimum level 
of serv ice to the consumers and providers in the environment. This approach is 
not technically chal lenging, and may be accomplished through a. simple HTML 
homepage with hype rtext lin ks. Data conversions must be completed either by 
the consumer or the provider. The accuracy of the index 'A·ould be limited to 
the last update of the HTML page 
This method requires that each consumer establish an individual account 
with each provider"s service they desire to uS<'. This places an enormous 
admi.nistrative burden on the p roviders. It requires each provider's system 
il.dministrator to establish short term (or one use) accounts and to maintain 
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security of their server. Despite all these limitations, the initial prototype uf 
DecisionN"et was a simple set of linked HTML pages. 
A second method is to make DecisionNet the center of ali 
communications. Figure 2 shows the DecisionNet centered communications 
network. This method allows for data conversions, formatting of inputs and 
outputs, monitoring of usage, and anonymity of the consumer and provider. 
l,-Vith this communications approach, the consumers obtain access to all 
decision technologies simply via a WWWbrov.'ser. For larger data sets, the 
consumer wuuld be required to have a fIP client to send the data files to 
DecisionNet prior to executiun of the d{.>cision technology 
The aforementioned problems with establishing short term aCCOlll1ts at 
each server would be eliminated. Each consumer would establish an account 
with DecisionNet which authorizes them to utilize any DSS listed on the index 
This is the method chosen for the current and future DecisionNet prototypes. 
2. Cummunicaliun Paths 
Figure 2 shows a simplified conununication path and p rotocols for a 
WWvVaccessible decision technology in a DecisionNet centered environment 
In this example, it is assumed that Decision.:'\let has set up a consumer account. 
Tne provider must have registered their technology with DecisionNet and 
created an account for DecisionNet's use. This ,KCOlll1t is used by DedsionNet 
agents only, acting for it consumer. The data required by the decision 
technology is collected from the consumer and sent to the provider using the 
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DecisionNe t account. The results are sent back to DecisionNet, \vhich reformats 
the data for presentatio:l to the consumer as p reviously requested. 
In this model, the consumer account p roblem is shifted away from each 
provider and cen tralized with DecisionNet. The provider's administrative 
bl< rden is reduced to a single account fo r Decis ionNet vice the multi tude of short 
term accounts for each user. DecisionNet assumes the responsibility for 
maintaining the large number of shor t term accounts. Decision Net also CJ:l 
perform input and outpu t conversions required between the p rovider and 
HTTP 
FTP 
Figure 2 Communication Paths in The DecisionNet 
Environment 
3. Communications Protocol selection 
In creating the DecisionJ:\:et environment, there are numerous choices for 
communications protocols, The basic choices involved the use of a standard 
protocol or a specialized EJrotocol. 
The specialized protocol could be designed to optimize the functiona li ty 
of the DSS and minimize the number of conversions required by a ny party. A 
specialized pro tocol requires either a specialized browser or a new Multipurpose 
Internet Mail Extensions (MIME) type with the required executable for the 
specifi c computer being used by the consu mer. [Ref. 8J An example of using a 
MIME type is to have Word Perfect execute when ever a .lop fil e is dmvnloaded. 
Using a specialized protocol would restrict the number of providers and 
consumers who would be able to use DecisionNet. Further researd\ based on 
this approach is currently in progress at Carnegie Mellon University (US.A), 
Monash University (Australia), Institut Fur l.Virtschaftsinformatik (Germany) 
and Arizona State University (USA). [Ref. 9; Ref. 10] 
A standardized protocol, in particular HTTP "nd FTP,already has a large 
user base on the Internet. The entire WWWisbased on HTTP,and the mternet 
is based on the 'fCP/ IP protocol, 'which incl udes FTP. The current W\''''I'''' 
browsers, such as NSCA's Mosa ic and J:\:etscape N aVigator, support HTTPand 
the TC P IfF protoco ls from within the browser This allows every WWWuserto 
be a potential consumer for DecisionNet 
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Each has its advantages, but our overriding concern is to maximize the 
ava ilable consumers and providers. To meet this objective, we chose to use a 
standa rd HTIP protocol for the basic DecisionNet environment 
C STATUS OF DedsionNet 
We have defined t .. vo types of decision technologies that are executable on 
the WWW. An independent technology is one that has been setup by a provider 
to execute on the W WW. Providers of such technologies register their 
technol ogy with DecisionNet, and require no other action tram DecisionNet to 
execute the ir te<:hnology. At the current time, DecisiOIu'\let accepts all 
:ndependen t technologies 
The dependent technology requires DecisionNet to process input and 
output conversions for the consumer. Either the p rovider's technology is not 
designed for execution via the WVV ....... / , or it may require a non-<tIlonymous Tdllet 
session be established with their computer to eXL'Cute the teclmology. This 
requires the DecisionNet server to open sockets in the backgrOlmd to send the 
information to the provider 's server, while processing the information from the 
consumer. At the current time, DecisioTLl\Jet is not capable of accepting 
registration of dependent technologies 
19 
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IV. SOFTWARE DESIGN AND IMPLEMENTATION 
A. MODU LAR DESIGN 
TIle major functions of DecisionNet are Login, Rf'gistration of consumers 
ilnd p roviders, Registrahon of Decision Technologies, Search, and Execution 
Each major function i~ designed as a separate module. The modular design 
allows for easier updates and modifications to a single function without affecting 
the rest of DecisionNet. All modules use a sel of Perl" libraries -- egi-lib.pl and 
dnetlibl .pl _. for common functions such as checking the last modification time on 
a file and verification of a user name and password. 
Appendix A contains functionali ty tables, cross referencing the function to 
the HTML file, data file(s) and Perl programs used . An annotated somce code 
listing of egi-lib.pl is in Append ix B, dnetlibl.pl in Append ix C. Deta iled 
information for the Login module is in Append ix 0 , User Registration in 
Appendix E, and Technology Registration in Appendix F. 
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1L WHAT PROGRAMMING LANGUAGE TO USE 
The processing of Jamb requires a program or script to receive a nd 
process the data at the WWW server. On the UNIX platforms, the de facto 
standard for a programming language for processing forms is Perl. The PC 
based platforms have a variety of scripting languages to process forms including 
Visual Basic and Applescript_ During the initial development of DecisionNet, 
Perl was not available for the PC based servers. 
In choosing the programming language to use for fonns processing, one 
:najor consideration was the hardware executing the scripts. The PC platforms 
arc limited in the number of simultaneous connections -- the IBY! systems are 
limited to 16 [Ref. 12] and the Macintosh platforms are limited to 48 connections 
including all Teinet, FrF and WWWconnections. [Ref. 13] The UNIX platforms 
have a much larger capacity for simultaneous connections. 
There are a large number of WWW server scripts written in Perl that are 
in the public domain and available for modification to fit DecisionNe L Again, 
during the initial development of DecisionNet, there were few scripts available 
for the PC based servers 
In light of the limitations of the PC based servers, and the availabil ity of 
UNIX WWW server(s) at the Naval Postgraduate School, we decided to base the 
forms processing portion of DecisionNet on the UNIX platfonn. 
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C. FULL TEXT SEARCH VICE RELATIONA L DATABASE 
DecisionNet is morE' than Just a si mple "yellow pages" that could be 
satisfi ed by a set of H'[ML pages. The dyna!Tlic nature of DecisionNet, with the 
abili ty for providers to add their tecfu'lologies to the index, some tedmique for 
indexing the inputs needed to be established . Two of the methods currently 
used on the WWWareful1 text searches of documents and database queries 
Full text search engines, such as Lycos [Ref. 14], Harvest [Ref. 15] and 
SWISH [Ref. J6], index d irectory trees on a W\-V\V server by document 
Currently all three of these search engines are ani}' available for UNIX based 
servers. If a word being searched for occurs in a document, the search resul ts 
will return the entire document, but not to the specific line where that word w as 
used. 
Relational databases, such as Oracle or Sybase, store the illfonnation into 
separate tables that allow a specific line of information to be retrieved. The 
fields being retrieved are selectable by the query. The problem with relational 
databases is the lack of a standard interface with the W"W\V via Structured 
Q uery Language (SQl). Fu ture research will exarnine how to execute searches 
using SQL and display the results for the consumer via the WV"lW. 
VVe implemented a SWISH &carch engine fo r indexing DecisionNet, 
allovving full context searches of t.he registered decision technologies. To avoid 
the problems inherent with a document based search, we save informalion on 
each technology in a separate HTML file . This allows the SWISH search engine 
to return a single decision technology as the results of a fu ll text sea rch for a 
stnng . 
D. PLATFORM FOR DedsionNet SERVER(S) 
Each of the distinct functions -- Login, Registration, Search, Execution--
may be performed on multiple servers. As detailed in the last chapter,forms 
processing will be performed on a UNIX based system. 
One reason for splitting the modules among multiple servers is that in the 
caSf' of extremely heavy traffic, a single server might be ovenvhelrned by 
reguests. Appendix A shows the overlap between the various modules and the 
data fi les . Due to these overlaps, we based DecisionNet on a Sun SparcStation 10 
for everything except the static l"lTML files. All of the scripts, data files, access 
records, the Harvest search engine, and HTML files for dynamically generated 
HTML pages are on the SparcStation. 
The static HTML files were placed on a PowerMac 7100 V\'WW server 
The static files are a simple "Welcome·' and '·about DecisionNet" HTIvIL pages, 
which will be accessed at a significantly lower rate than the main server. This 
nen'<'ork design is also used as a proof of concept that the DecisionNet servers 
can be separa ted and still function as a single unit to the outside world. 
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E. CREA TTNG A ST ATEFUL HTTP 
HIlT is a &tateless protocol, which' .. . runs over a TCP cOJUlection that is 
held on ly for the duration of one operation" lRef. 17; Ref. 181 Each request from 
the client to the seTVer js a separate request, including graphics embedded on a 
single HTML page. A portion of the sm.nps.mmy.mi! access log is reproduced 
below, showing a res uest for a HTML document, dNetmerw.html, which contains 
two graphics, home_btn.gif anei go_top_b_giJ, from a u&er in Japan. The first 
d ocum~nt requested is dNetmellll.html, fo llowed rapidly by two request& for the 
embedded graphics 
ro maintain the account information between separate HTML reque&ts for 
DecisionNet, there are several op tions. One option requires the server to 
maintain an Acce&s Control List (ACL) for each directory of files to be accessed 
[Ref. 20t or to embed hid den fields into the HTML document requested. The 
first option requires the Weomaster of the \VW\V server to establish an ACL for 
each directory to be accessed. In a dynamic em"ironment such as DecisionNet, 
the ACl would be changing many times, requiring modifications to the ACLs to 
be done:;,y script or by human intervention. This creates a possible securi.ty 
problem for the rest of the \VWW sen'er. 
The second option requ ires each script to check the pas&word files each 
time the script is executed. Bu ttons ilre presented to the user for each action. 
25 
Attached to each button, using hidden fields, is the user type, name and 
password. \\Ihen the button is pHshed, causing the requested action to be sent 
to the DecisionNet server, the hidden fields arc sent with the data entered by the 
user. This requires each script to verify the user name and password prior to 
executing the remainder of the reqHest. This process slows down the processing 
of the primary request and requires [he access data files be checked for each 
request. 
When desigIling DecisionNet, the ACLs for the original server processing 
the forms were not accessible to the DecisionNet Programmers. In light of this, 
we decided to maintain separate Decision.l\Iet access fi les. This also reduces the 
turn around time required when adding new users into the DecisionNet access 
files. 
F. STATUS OF DecisionNet DEVELOPMENT 
The current working prototype for DecisionNet is located at 
http://dnet.as_nps.llavy.mil. The Consumer and Provider Registration, Login, and 
Tecrmology Registration are alI functional through the usc of Perl scripts. TIle 
Search hmction uses a WAtS front end for the SWISH searcb engine. (Rd. 16] 
The data p rovided by the providers in the initial registration of a decision 
technology is stored in a temporary directory, and moved into correct directory 
manuallv. The server mnst be re-indexed to include the new technolos'Y ' 
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The modification and deletion of decision technologies is currently done 
manually as well. The provider wou ld send an (i-Mail to request a deletion of 
the technology. The system administrator would take the E-Mail, delete Ule 
technology file, and re-index the server. All new accounts and new 
technologies are verified via E-Mail to the consumer or provider and a copy is 
sent to DecisionNet 
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v. CONCLUSIONS AND FURTHER RESEARCH 
Illis thesis accomplished the design and development of a p rototype 
dist rib u ted decision support system. By util izing the World Wide Web for 
connectivi ty, we have eliminated many of the hardv,lare and software 
restrictions that consumers have w hen attempting to use DSS services. The 
current prototype is it mod ular framework which allows for future expansion 
and co ntinual improvement 
A. FU RTH ER RESEARCH TOPICS 
The basic structure for DecisionNet has been established and is functional. 
The fo llowing is a listing of areas where DecisionNet could be improved" 
1. How shou ld background process be uti lized to te/net into a remote site 
and perform trans<lctions remotely 
2. How should raw data input from the consumer be pnKesscd into 
formatted data usable by a funct iona l model 
3. How should the collection of complex input sets be automated. 
4. \'\I'hat set of taxonomies should be used for cata logll1g the decision 
technologies 
5. Con version from an HTML based search engine into a re!ahonal database, 
allowing greater flexibility for searching ilnd indexing the decision 
technologies 
6. Programm ing o f Intelligent agents for controlling parallel processing o f 
complex multip le algorithmic problems 
T'he continued development of DecisionNet requires background 
processing to connert with the provider and execute programs. Lacking these 
developments restricts DecisionNet to processing independent technologies 
only 
B. CONCLUSIONS 
The prototype for DecisionNet is currently functiona l and on line at 
http://dnet.a5.nps. lw';y.mil/dnethume .html. Currently the funct iondlity is minimdl, 
since DecisionNct only allows independent tedmologies to be accessed. The 
concept of sending the data to be processed at a remote site is not a novel idea, 
however our approdch, using the World Wide Web for connectivity, is novel 
The DecisionNet design is a viable approach to placing executables \'vh:ch 
require user data on the World Wide \-Veb . In the future, one should expect to 
see more implementations of the DecisionNet concept in areas unrelated to 
decision support systems. 
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APPENDIX A. fUNCTIONALITY TABLES 
TI1{' first table cross references dll functions of DecisionNet with the Perl 
prog rams, and HTMl fi les used . "n lere are two types of HTML fi les that aTe 
used in DecisionNet -- Static and Dynamic. The static files are complete HIMT 
fi les, while the dynamic files are split into three sections -- headers, body and 
footers. The head er files include the title and header information of a HTML 
document. The body section conta ins the body of the document and the footer 
contai ns the ending of the J-ITML document, including the closing </I-ITMJ.> 
tags . The .html files in the main DecisionNet directory or in the hIm] directory 
on sm. The .body files are stored in the body directory 
Tne prima ry pu rpose for using dynamically generated HTMI. dOCllOlents 
is to ailow the insertion of hidden fields into the document "on the fly." The 
hidden fields are usually the usertype, used to determine the file to use for the 
access datafile, uscmame and password. The password is encrypted using a 
UN IX system function, crypt, which uses the data encryption standard (DES). 
DIe Perl scripts used in the generation of the !-ITML documents retrieve the 
docurr:ent pieces to be sent to the client in tbe order needed, pusing the correct 
information into the hidden fie lds as required A ll .pl files are Perl scripts stored 
in the Scripts directory on the sm server 
I 
Login o(;ill Users Registration of Registr~tiono( 
ill Users D«ision Tec:hnologies 
Perl Programs Used 
I 
login.pI register.pl REgister.Form.pl 
add.pl 
HTMLPilge I dNetmenu.html regiswr.html N/A 
lrIML Body I Prov_menu.body N/A Model.Register.body 
User_menu.body 
Table 1: Cross Ref£!Tenceof Function to HTML And Perl Files Used 
Each of the datafiles and Perl libraries is used by several of the functions . 
The following table cross references the fwlction to the datafile and library used. 











Table 2: Cross Reference of Function lo Data FiJI's And Perl Libraries Used 
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APPENDIX B. CGI-LIB.PL 
This is a library of Perl routines to perform the Common Gateway In terface 
(CGI) manipulations_ Oeci sion.l\Jet uses the ReadParse function for every user input to 
populate the associative array with the variables and data received. This library was 
downloaded from Meng Wong's WWWpagesat 
h/ip;/!WWW.5eaS _ lIpe1!n.edu/-mengUJ(mg!fom:~/. 
#' jusr / local/ biJ1/perl -- -' - C -' -
It Perl Rouhncs to Manipulate eGI in~ut 
1/ S,E.Brenner@bioc cam .ac.uk 
4 MethCE't 
It ReadParse 
-1/ Also cre<l tes key/value pairs in <")loin, using '\0' to separate multiple 
Ii selection s 
local ($i, $loc, $key, Sval); 
It Read in text 
if ($ENV1'REQUEST_METHOO'j eq "GET) I 
$in = SENV1'QUERY_STRINCj; 
j elsif (SENVrREQUEST_.\1ETHOO' j eq "POST) ! 
read(STDIN,Sin,SEt-..1Vl 'CONTENT _LENGTH )); 
@in = splitU &/ ,$in); 
foreach $i (0 $ltin) 1 
'" Convert %XX from hex numbers to alphanumeric 
Skey 0:0 - s/%(. .)/packCc",hex($l))jge; 
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$val = - sr~( .. )/pack("c",hex($1))/8('; 
return 1: # Just for fUll 
I 
It PrinlHeader 
# Returns Ihe magic line whlch tells \VW\V that we're an HTML document 
sub PrintHeader I 
return "Content-type: text/h tml\n \ n"; 
I 
# PrintVariables 









sub PrintVariablesShorl ( 
local (%in) = @~ 
local (Sold, Soul, SOutpUI); 
Sold = $'; S' =1; 
foreach Skey (sorl keys(%in)) { 
foreach (split("\O", Sin{$key))) ( 
($out = ~U =- s/\n/ <BR>/g; 
Soutput.= "<B>Skey</ B> is <i>$out</I><BR>"; 
I 
I 
$ ' '" Sold; 
return$output; 
I 
1; #relurn true 
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APPENDIX C. DNETLlBl.PL 
This set of Perl routlHCS are unique to DecisioTL'\let, but common to ,Il l of the 
modules. Oecisioru'\let uses these routines to perform functions such as getting the 
(urrent system time and date, checking the access files for a registered consumer or 
provider. and sending E-Mail from DccisionNcL Many of these routines were written 
with the assistance of LUf)' Wall's <lnd Randal Schwartz's book, Programming pert. 
#1 jusr/bin/pcrl 
, 
II OecisioJlJ'\lct Library 
;t First Lsed: Feb 015 
II Last Modified: A llg 95 
#--- --- -------- -- --------
# Sub Da teTime 
It Get imd format current Date and Time 
It Returns formatted Date J.nd Time 
11---- --- ----------------" 




# calling program 
# - ----------------------------------- -------------
$Dup '" 'Unique '; 
I I d ie "Can't open $Fik $!\n"; 
$AccessDa te = &DATETIME; 
pnnt OutPutFiie "" $Us.erNam e,SAccessDate \n"; 
close OutPlltFile; 
f it End Accesslog 
# --
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if ca ll ing program 
# ---------------------- --------- --- .----._-"._----
i it End of l AST_ACCESS 
# calling Pro8rJ.m 




j Ii End of VALID 
t/--------------.---------
# Get poe Info from the data files 
# 
/t -----------.-------- ------- ------------------_.--------
sub GetPOCTnfo 1 
$Jnpu tF i I 0" '" ida ta ('{3aseFile 'j , 'data / .. 5data {TserT ype·}. '_Address.txt'; 
# opens file in read mode 
open (INPL "TJILE, $InrutFile); 
It Write out the address to THE_FILE 
Ii Process each line in input file 
while «TNPUT_FILE» { 
chop; it Remove newline from end of input string 
Sl.:serNOIme =- y /\xfb\xfc\xfd/ / d; 
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$Zip =- y/\xfb\xfc\xfd //d ; 
SCountry =- y /\xfb\xfc\xfd//d; 
$Found '" 'Yes '; 
I 
last if ($Found eq 'Yes); 
I t; End of Loop 
$datarpOCNamc'! = $ReaIName; 
$data{ 'POCEMail' l '" SEMail; 
$data{'POCCompany') '" SCompany; 
Sdata l'POCStreefj = $Street; 
$da la r pOCCity' l = SCity; 
$data/'POCState') '" SState; 
$data('POCZlp') '" $Zip; 
Sdata!'POCCountry') = $Country; 
I if End GetPOClnfo 
if -------------,-- - ---------------------------
# Send FJle from Disk Header and Footer 
, .. 
sub HEADER I 
loca l(SFile, STitle, $Switch) = @---,; 
open (FILE1, $Fi le ) I I die "Can', open $File: $! \ n "; 
while « FILEb) ( 
chop; 
printS---.: 
if (I<TITLE>/) { 
I 
if (SSwitch eq 'Header') f 
p rin t STille; 
I 
elsif(!<Hl>/) { 





!FIT -# #IT# ## IT #ft# It II Ii # /I 11### It ## lilt ###11# 
It CheckFi1e Subroutine 
sub CHECKFILE ( It Check the new user name against the current users 
local( 'FORM) = @~ 
$lnputFile = 5FORM{'8aseFile'l:data/ '.5FORM(' U:;erType'), '_Acce.;;s.txt'; 
Ii Load Initial Value for Form{Dup) 
open (INPUT_FILE, $lnputFile j; 
chop; # Remove newl ine from end of input string 
IT Retreive the userlldrne and password from the password file 
(SUserNamc, 5P<lssWord) = split(/SFORM{'Comma')/ , SJ; 
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close INPLJr _FILE; 
I #End Checldile 
Ii Send E·Molil Ve riiicoltion: Send a~coun t information verification 
# to the user and dnet via E-lvlail 
11 E-"Milil for accOillll verivication for Decisioru\!et 
$dnct '" "dnet@sm.nps,navy.mil "; 
Ii Location of 5cndmolil 
Ssendmail = "jusr ltib/ s.endmail -I -n"; 
If tork over the mail 10 sendrnail and be done w:th it 
open(MAIL, Ssendmail '); 
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If there are any problems, please contact $dllet 
EOM 
ciose{MAIL); 
) #End of E-Mail 
1; #retum true for Library Routine 
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APPENDIX D. LOGIN 
The Login module is called from the main DecisionNet menu, 
d Netmenu.h tml, when a consumer or Provider requests access to DecisionNet. 
The radio button on the form provides the variable UserType to iogin.pl. This 
allows the program to access the correct access records. By splittir:g the 
prov ider's and consumer's access records, it is possible for two users, one a 
p rovider and one consumer, to have the same login name. 
After the user has been verified as a registered user, the access log is 
checked and updated. LOglll.pl then sends the results back to the client, giving 
them the correct menu -- either the Consumer or Provider Menu. The HTML 
form that is sent back is "generated" by using ,1 header file, a body file, and a 
footer file. This ensures that all dorume.."1ts look the same at the top and bottom 
(return buttons etc.) and allows the body to be parsed to insert a few variables 
before all form submission buttons. 
TIlis is the third or fourth generation login script The ne\ .... er sections pass 
only the variables that are needed by the sub-routines. The older sub-routines 
pass pointe rs to the entire array of variables tllat was received from the fomls 
subm:tted 
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The d'lta files and HTML fi les that are use d by login.pl are listed in 
Appendix A 
Purpose: Login Routine for DecisiollNet 
# --
fI Output UserTy pe Menu 
#----_._---
sub OUTPUT ( !t Outpullhe correcl menu based on UserType from a file 
-Ii Select correct Header -- Else reject 
&HEADER($HeaderFile, $Title, Header'); 
$Jnput..Fi1c == Slnput('B.1seFile"f."Body / $InputrUscrType'}. menu.body"; 
stat($InpuIFile); 
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print "<b>Your last access was at $AccessData<b> \n"; 
open (File,SlnputFile) I die "Can't open SInputFile: $!\n'"; 
while « Filc» { 
chop; 
-SLine " 5_; 
) # End While loop 
close (InputFile); 
if print ""<br><i>This Jile was last modified $A8c Days il£;o</i><br> \0 '; 
} It End Output 




print "<Hl>Rejected !"' </Hl>\n' ; 
I # End Reiect 
sub WHERETOGO ( ttBased on User Type Send different Printout 




II $AccessDate &DATET!ME; 
fI print OutPutFiie "SL:serName,5AccessDate\ n"; 
# 
./I dose OutPutFile; 
#J 
# open (Input, $File) I I d ie "Can t open SFile: $!\n"; 
# while (<Inpu t» ( 
# 
# 
#] -Ii End of LASLACCESS 
II --
II Main Program 
, 
ItThese are frl;]rkers in the dat;] file for the beginning, commas, a!1d end of text 
SStuff(HeadNum'f = &WI-IERETOGO($Stuff['UserType'f); 
SStllff[ 'Headnum') = 1; 




APPENDIX E. USER R EGISTRA n O N 
TI\e User Registra tion :5 a common module for both Providers and 
Consumers_ The user information is pused by cgi-1ib-pi, After parsing out the 
data, the passwords are checked for blank pass\vords. Assuming the passwords 
are not blank, the current user accoun ts are checked to verify that the username 
requested is not in use by another user of the same type -- Provider or 
Consumer. If this is a unique user name, then the passwords are checked to 
ensu re that the same passv,ro rd was entered twice 
if all of this is comp leted \vith out an error, t!1en the user entered data is 
split in to three separ<l.te files -- '_Add ress.txt,' _Access.txt, and ~_maiLtxt , TIle 
user type variable is snbstitllted for the *. All informa tion is appended to a 
single file and stored ill the clear_ The s ingle exception is the user password, 
w hich is stored in the encrypted form. Storing the encrypted form of the 
password ensures that the only time the password is sent across the Intemet in 
the clear is during the initial registration of the acconnt. 
The account verification is sent back to the client via E-Mai l -- one of the 
entered data fields. A short HTML document is generated and sent to the client 





encrypted file and put username/cmail into separate file 
#---
# Sub OUTFILE 
# Output captured information to file5 
#------
1/ Write out the address to n -IE_FILE 
# Write Ollt the access info to THE_FILE 
# Write o ut the email, and name to address to TH E_FILE 
52 
#----
If Output Subroutine 
elf Encryp ts Dat~, send data to file, Sends verificatiop to cl ient via E-;\lail 
/'i ---
sub OUTPUT [ # Output to file and return verification to user 
jcx:al('FORM) =@..; 
$FORM{'Pass'f = crypt($FORM{'Pwd' j,5ALT); 
-t< --"- --
# Subroutine Reject 
# -- - --
53 
1 II End Reject 




# Password and Usemame fi lled in 
I 
&CHECKFlLE("Stuff); # Check for duplicate entries in file 
if ($Stuff I'DupName') eq 'Yes') I # New Regis tratIon is a duphcate 
$StuffI'Reject') = 'Duplicate Registration.' ; 
&REJECT("Stu ft); 
I 




else I I; Passwords do not match 





APPENDIX F. TECHNOLOGY REGISTRATION 
This function requires two Perl scripts -- Rq;isler.Form .pi and registcl.pl. 
Register.Form.pl generates the registration form for the Provider using the 
information entered at the time of registration to fill in the pOint of contact (POC) 
information, and insert the hidden fields for the user-type, user name and 
p<!Ssword. When the data for the technology is completed, the data is sent to 
register.pl. Register.pl verifies the account information, then uses the data entered 
to fill in the HTh1L form that is stored in a temporary directory. lhe provider is 
sent an E-Mail to verify that DecisionNe! has received the information and will 
post it shortly 
The posting is currently done automatically via d cnmtub job at midnight 
The verification of the lechnology is done after registration is dccepted 
.'  
, 
# Output UscrType Menu 
#-- -
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sub OUTPUT { -/I Output the New Regi~tration Form 
$HeaderFile"" $lnput('BaseFile').'Head/headerl.head'; 
&HEADER($HeaderFile, $Title, 'Header'); 
SlnputFile = Slnput{'Basefile'}. 'Body I registeLmodeLbody'; 
open (Filc,$InputFile) I I die "Can't open $InputFile; $1\n"; 
wh.ile «File» I 
-# Check for submit button to insert hidden fields 
if (/TYI'E=submi t/) { II Perhaps insert Hidden Field~ 
elsif (lPCX:EMail /) ! 
print "$lnput!'POCEMail'!"; 
J 
elsif (lPOCCompany/) { 





elsiE (jPOCZipl) ( 
pnnt "Slnput( 'POCZip')"; 
J 
elsif (jPCX::Country/)! 
print "$!nput{'POCCountry' )"; 
J 
) #Endelse 
) # End While loop 
close (InputFile); 
print "<br><i> This file was last modified $Age Days ago</ i><br>\n"; 
$Title", " 
SOutput File '" SInput{'BaseFile'),'Foot / footerlJoot'; 
&HEADER($OutputFile, $Tille, 'Footer'); 
) # End Output 
1/----••••• --------
1/ Subroutine Reject 
#--_._-----
sub REJECT ( 
local ('Input)., @~ 
$HeaderFile '" $!nput\ 'BaseFile'), 'Head / headerl.head'; 
STitle'" "Registration Failure\n"; 
&HEADER($HeaderFi le, $Title, 'Header '); 
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I # End Reiect 
# Main Program 
#---
uncomment to star t df'bugging 
pm'" Con",n'-',~" 
&ReadParse('Stuff); 
&"""'H'U" 'OCuU,, # Check for dup!icatccntrics in file 
if ($StuffI'Oup') eq 'Yes') { # Login and Password match 




_ El\.'D (Register_Forln_pl) 
#' 
-# Sub OLTFlLE 
IT Outp ut captured information to files 
#------------------
# VVrite out the address to THE_FILE 
Please register as a Providf'f 
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prin t The_File "<b>Last Updatc:</b> SFOR.,vl 1 'Acce~s ' }<b r> \ n"; 
cJose(The]ile); 
#-- --- -"-----------,-- --- -
1/ Output Subroutinf' 
II 'A'rites d ata ri le, Send~ no tification to user via E-Mail 
11------------
sub OUTPUT { 11 Output to fil e and return verification to u ser 
locaWFORM) = @~ 
$FORMI'FileName') =- y/a-zA-ZO-9/ led; 
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# Subroutine Reject 
II "-----•. ----------. ,---'----. 
) # End Reject 
) -II End Results 
Ii ~fain Program 
# 
SStuff{ 'BaseFile') == '/home / dnet/D€cisiofi[\.let/ '; 
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&ReadParse( ' Stuff); 
II &CHECKF ILE('Stllff); II Check for va lid Provider Name 
lI if ($Stllff!'Dup') eq 'Ye~ ' ) ( II Provider Registered 
&OUTPUT(' Stuff); 
&RESUL TS(' Stuff); 
'I 
it else ( it Provider Not Registered .. How did that happen? 
II $Stuff{,Reject') " 'Your Provider Registration is not Valid_ Please reregister with 
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